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Protect your business.
Build what you need.

ALT-F1 helps you protect your devices and websites, build
business software and keep control of your data.

Software engineering

Plan the systems, connections  Build and maintain applications
and hosting that fitthe way you  around your organisation’s
work. needs.

Solution architecture

Artificial intelligence (AlI)
Alreserved for your company,
for documentsearch, drafts
and meeting transcripts.

Cybersecurity

Protect devices, websites and
the information your business
relies on.

Belgian storage with Optimal Al

S3 (Simple Storage Service) compatible - €16/TB/month -
minimum 10 TB

First 3 months free - Service starts 1February 2027

TB = terabyte. Ask for a quote to confirm taxes and any additional
charges.

Let’s discuss your next project.

Tell us what you need to protect, build orimprove. E E
We'll help you choose a practical next step. I
hello@alt-fl.be [w]

www.alt-fl.be
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Device Shield

Protect your team’s computers, phones and office network.

Protect the workplace. Know how to respond.

Your office
P ®
— 3
laptops phones server

protection on supported devices

i unknown USB key: policy
check

app on your phone

=

printer

own network, behind
the firewall
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4 ™
watched from Europe Q
© o Q
events reviewed under your service
level
review alerts and agreed actions
\_

tunnel

firewall: the door of

(@) login = password + a code from the

Your workplace Device Shield
e Protect supported devices

e Computers and phones

e Control access to the office

¢ Office network
e |solate a suspected device

¢ People working remotely
Coverage and response are agreed for your organisation.

the office

VPN: an encrypted @

on the road

An agreed response
e Review alerts in Europe

e Agree who acts next

e Keep usefulincidentrecords

EDR = Endpoint Detection and Response - XDR = Extended Detection and Response - VPN = Virtual Private Network - MFA = Multi-Factor Authentication

Technical terms explained: www.alt-fl.be/en/acronyms/ - Explore this service -
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Web App Shield

Filter suspicious traffic before it reaches your website or online shop.

Check website traffic before it reaches your business.

The internet ( ) Your servers
@ wherever they are hosted
your customers
ro\ _> _’ lA\EI < /
website traffic \\J/ oo
r ion .
protectio website shop API
a bot copying Imperva Cloud WAF
l@l prices, trying G o restrict direct server access in the
stolen passwords between visitors agreed design
and your
application
an attacker probing
ﬁ a known flaw S (" )
@ watched from Europe o
DNS and . ‘)
~_ 2 flood of fake certificates ALT-E1 revi : h
AN reviews events and adjusts the
~Z Visits (DDoS) G ONEELE [9Ee rules included in your service level
rollout
. _J \. y,
Visitors and requests Web App Shield Your website and shop
e Customers and partners e Thales Imperva filtering ¢ Allowed requests reach the site
e Automated traffic e Rules foryour website e Direct serveraccess reviewed
e Attempts to exploit a flaw ¢ Traffic floods and bot controls e Useful alerts for yourteam

ALT-F1 configures the protection and reviews the events in your service scope.

WAF = Web Application Firewall-DDo$ = Distributed Denial of Service - APl = Application Programming Interface -DNS = Domain Name System
Technical terms explained: www.alt-fl.be/en/acronyms/ - Explore this service -
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Custom Software

Build and maintain business applications, workflows and connections between your existing tools.

Build, release and maintain your application.

@) b O 2 © 2

Develop and document your Component versions Review and release
software

P Keep a history of code > List the software used and > Review and test each change
changes check its versions
version history approved versions human review and tests

e ™
Controlled release Component records Maintain and recover
Release the approved version > Track components and flaws '> Back up and test recovery
repeatable deployment inventory and scanning recovery tests

. J

>
ili
o
Q
©
@

A controlled delivery process, with checks and recovery planned from the start.

SBOM = Software Bill of Materials - CMDB = Configuration Management Database
Technical terms explained: www.alt-fl.be/en/acronyms/ - Explore this service -
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Private Al

Run Al models on your company'’s server, with access for authorised employees only.
Private Almodels for your company.

Al for your company only

(" )
% % % _ ] the Al server, in
the office 3 your building
O O ]

network (HTTPS)

an API connects open-source serving ®
: stack
Authorised employees only your _ _
applications search over your own open-weight the outside
documents models
a browser, a chat window, _
your own applications \_ ) licence and Your company
version checked controls access
hardware chosen
for your tasks
Models and data stay internal
Your people and documents Private Al Al for your company only
e Choose useful everyday tasks ¢ Models run on your server e Authorised employees only
e Selecttherightdocuments e Search yourown documents ¢ Models and data stay internal
¢ Agree who may usethem e Checklicences and versions

e Yourcompany controls access
Your company decides who can use the models and access its information.

API = Application Programming Interface
Technical terms explained: www.alt-fl.be/en/acronyms/ - Explore this service -
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Sovereign Storage

Keep backups and files in Belgium with our storage partner Optimal Al

A separate backup copy. A recovery you can test.

Your office
3

= 2 [

backups, documents,
photos, films, data

O(( encryption keys

encryption and key
responsibilities agreed

m ® separate access to

recovery copies

Your files and backups

e Business files and documents
¢ Compatible backup tools

¢ An agreed copy schedule

SERVICE 5 OF 7 - VERSION 19

-

connect
compatible
storage tools
(S3)

restore, when
you need it

.

A data centre in
Belgium

&

&

stored files and their
protection

copies locked for the
configured period and mode

O

hosting and access documented

Outside

provider access

and legal scope
reviewed

OIIIJ

external
connections
reviewed

J

Sovereign Storage
e Optimal Al-Belgium

e Chooseretention settings
e Agree access and encryption

Agree the hosting, access, encryption keys and recovery responsibilities.

§3 = Simple Storage Service - CLOUD Act = Clarifying Lawful Overseas Use of Data Act
Technical terms explained: www.alt-fl.be/en/acronyms/ - Explore this service -

ALT-F1 SRL - BE0830.560.718

Testedrecovery

e Restore a sample copy

¢ Checkthe recovered files
e Measure the recovery time

hello@alt-flbe - www.alt-flbe 6/ 8
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Sovereign Code

Host your software’s source code with controlled access, in Europe or on your own servers.

Your team'’s code, under company control.

Your developers

Q Q 0]
M M\ M

o [ o

employees, interns,
students, the agency

Q‘(® the check before

saving

check changes for
passwords and access keys

Your development team

¢ Employees and partners

e Company projectaccounts
e Access fortheright people

SERVICE 6 OF 7 - VERSION 19

a

I_y Your code, in Europe

GitLab, on hardened servers in
Belgium, or in your own
building

the code

E' protected branches:
nobody rewrites the main
line alone

z signed commits: every
change says who made it

[ID an inventory of every
repository you own

you know where every line of
\ your code is

Outside

O®

personal accounts:
follow the company

policy

[ ﬁm

provider access and
legal scope reviewed

J

Sovereign Code

e Company-controlled GitLab

¢ Review protected branches

e Check forexposed access keys

Choose European hosting or your own servers; document administrator access.

CLOUD Act = Clarifying Lawful Overseas Use of Data Act

Technical terms explained: www.alt-fl.be/en/acronyms/ - Explore this service -

ALT-F1 SRL - BE0830.560.718

Aproject you can recover

¢ Keep project history

e Review and remove access
e Backup and testrestoration

hello@alt-fl.be - www.alt-fl.be
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Workshops

Give your team practical training to use and secure your systems.

Choose atopic. Practise it. Keep something useful.

Your team

o o o
[ m M

=
A AR A

one trainer, your people

in your offices, online or
in Brussels; half a day or
a day

FR-NL-EN

Your team and its needs
e Choosea service or topic
e Bring a real example

e Agree who should attend

In your office, online or in Brussels - French, Dutch or English.

Six workshops for six technical services

@ Device Shield

the first hour of an
incident

half a day

@ Web App Shield

what a firewall really
stops

half a day

:|:§"|: Private Al

<[> Custom Software

how modern applications
are run

one day one day, hands-on

{9 Sovereign Code

where your code lives

& Sovereign Storage

backups that survive

half a day half a day

one workshop, or the whole stack, in the order
that suits you

A practical workshop

e Work through realistic tasks

e Make decisions together

e Half-day or full-day sessions

Technical terms explained: www.alt-fl.be/en/acronyms/ - Explore this service

ALT-F1 SRL - BE0830.560.718

hands-on, on our machine
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-
What you keep

DD the first-hour
plan

z the policy page

:E:t the internal Al
policy

@ the backup drill

Training requirements
depend on your role
and applicable rules

What your team keeps

e Afirst-hourincident plan

e Usable security or Al rules

¢ Abackup-recovery exercise
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