THE SOVEREIGN STACK

The security table

29 security topics in six groups. Related services and official references.
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PROTECT DETECT RESPOND GOVERN BUILD THREATS
BACKUP VULN COMMUNICATE TRAINING SOFTWARE RANSOM
Backup and recovery Security weaknesses Incident communication Staff training Secure development Ransomware

Sovereign Storage

NIS2 Art. 21(2) (c)

WEB

Websites and shops

Web App Shield
NIS2 Art. 21(2) (e)

DEVICE

Work devices
Device Shield

Web App Shield - Custom Software

NIS2 Art. 21(2) (e)
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Workshops

NIS2 Art. 23
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Securitylogs
Device Shield - Web App Shield

[ INVESTIGATE

Incident investigation
Device Shield - Web App Shield

Workshops
NIS2 Art. 21(2) (g)
Al

Al at work
Private Al - Workshops

Custom Software - Sovereign Code

NIS2 Art. 21(2) (e)

CODE
Code and keys

Sovereign Code

Device Shield - Sovereign Storage

NIS2 Art. 21(2) (¢)

(.

PHISHING
Fraudulent messages
Device Shield - Workshops

Workshops

NIS2 Art. 21(2) (b) NIS2 Art. 23 Al Act Art. 4 NIS2 Art. 21(2) (i) NIS2 Art. 21(2) (g)
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ALERTS INSURANCE NIS2 NETWORK INSIDER
Alert response Cyber insurance NIS2 Office networks Internal access
Device Shield - Web App Shield Device Shield - Workshops Device Shield - Web App Shield - Device Shield Sovereign Code - Device Shield

NIS2 Art. 21(2) (e) NIs2 Art. 21(2) (b) NIS2 Art. 21(2) (a) NIS2 Art. 21 NIS2 Art. 21(2) (e) NIS2 Art. 21(2) (i)
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ACCESS ATTACKS RESPONSE DORA CLOUD DDoS
Sign-ins and access Attackinformation Incident response Financial resilience Cloud access DDoS and bots
Device Shield Web App Shield - Device Shield Device Shield - Web App Shield - Web App Shield - Device Shield Sovereign Storage - Private Al - Web App Shield

NIS2 Art. 21(2) (j)

NIS2 Art. 21(2) (a)
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Workshops

NIS2 Art. 21(2) (b)
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DORA Art. 9-1
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Custom Software
NIS2 Art. 21(2) (d)

NIS2 Art. 21(2) (e)
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EMAIL
Business email
Device Shield - Workshops

NIS2 Art. 21(2) (j)
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Service details

Device Shield

Web App Shield

Custom Software

Private Al

Filled tiles mark a product’'s home topic. Each tile names the products that cover itand its article reference.
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GDPR
Personal information
Sovereign Storage - Private Al - Web

-

CRA
Digital products

Custom Software - Sovereign Code -

Workshops - Sovereign Code

NIS2 Art. 21(2) (a)

-

App Shield Workshops

GDPR Art. 32 CRAart.13

RULES TEST
Securityrules Authorised testing

Web App Shield - Custom Software

NIS2 Art. 21(2) (f)
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Sovereigh Storage

Sovereigh Code

Workshops

Explore every topic and its explanation online
www.alt-fl.oe/en/table/
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